027_004 Homomorphism

Algebraic structures: groups G, semigroups S, fields F, Fp, Z,, rings R, Zp.1.
<@, *> <§, *> <F,s, +> <F, s, +>
<Zp¥*, o> <Zp4, *> <2, °, +> <Zpq,*, +>

<Zp_1, +>

G = At 2,2, p Y Tt =X 00,22, poZY e g et 4 e o)

Commutative algebraic structures

Algebraic Number of Multiplicative  Inverse
strukture binary operation  operation
operations . /
Multiplicative 1 Yes No
Semigroup
Additve 1 No No
Semigroup
Multiplicative 1 Yes Yes
Group
Additve 1 No No
Group
Ring 2 Yes No
Field 2 Yes Yes
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Additive  Inverse Distributivit Examples
operation operation - Yy property
+ a- (b+c) =a
b+a- c
No No No <Zn, *>
*mod n
Yes No No Set of reals
N
No No No <Zp*, <>
Yes Yes No <Zn, +>
+ mod n
Yes Yes Yes <Zp, *,+>
Yes Yes Yes <Zp, * ,+>
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Homomorphic CryptoSystems: Computation with encrypted data in Data Center.

Dec(k, @)= 124 BL, 827
sal = 12%( Sy, + 54, )
Enc (k,Saf) = Csa[



Des (1, €, )= Sal

Cloud services
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Enc (k, BL)ZCM ;
Ene (k;82) = Cy, Cpi, Co2 5 Cra
Ene (Ky12) = Cyp < Cy Co=Cu*(Cgy + Co,
Dec (k, Cs) = sal Howonorphic  cvetypZior

S0l = 12 (B +B2)

i ) A -2 o
F i 5,2, , F&{surjedtl, jyedive, K[Za%[vejf

S ,* D, S, 0>
Vo, ye s F(Xry) = ft)eFCY) whete F)=2, F(Y)=b,
@,k € Sy,
Iﬁz W”ﬂﬂ/ﬂ'nﬁ r i bi/‘f,&ﬁy{; (r—2D—1) thes, howtonorphisue + 5 Leomolphis m

Lot R Be g &Pﬁm%r@25:<ﬂ7o7+> £
{J‘Q»R; L(x) = kx
4. Check ! %ﬁ(s/éwzz):ké‘i“‘z)rkféﬁrb{%lf 0 g

= ‘gf(%i) t \ﬂ()@/)

2 Qock ¢ (o) = KXy o Xp # Lok o Kole = U Xy 2 i

5 Chedc: d(¢) =o* 5 {1 R— RT ¢

)QCQ +)(2) = é}q*—& = @%". é,}(/)" = %(&Q} . \é(ﬁ)

<R, +> —=< R, o > 1

pdelitively — v ltiylicative icopeorphicne, i K

D (heck, QPC%):?KVM&%/P,‘ PPT—({%?)
Fermg theprem i T X # O, then dor ¥ x e L,
xPt= g Mpﬂ/;i?
$o Looy — o anmd is 4— 70 —L (bijective) magppirg.
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X' = L o p
4; qu’ _y O’Z(P% end v A— 710 —4 (b[jec?%/e/ 074/7/75;(3.
Q(()gdw(z) — L Kivh C&IZ)@“ ?)‘LWﬂ//o =L ) VC) = a b mad p.

V1% [) =
/4@19/(‘%[’%% _ mb(gﬁ'kg[m%/va Worzd v2a0 rphiicas.

Gthecks 300 = m g wadp ( |
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Lt Ly —= ;7\?9%
ﬂ%eck, (4[‘:}2 (Vn): gméﬂ/ ma{/lb

) ) = W+ Wiy : M e,
bug ()= g g weodp = £ G5 P 2 ) f 00

6. chocle. iy g ()= 4G modp s Nig,g (m2)= g% g v p
$ig (mtme)= g g madp = @™ g5 G podp
A(:(Eéqg E2> oo (p-1)
?m' ‘?m' QF%HZW/&Q’P = ;,@m{g”, sz’ ?”L vir ol p

:“{Lglg CWi) 0 c{%géwz) v
Adaﬁﬁméjemw/ﬁ/;&kg;ﬁz/e bsOmeorphisnr f C =(1ti,) v (p-L).,
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>> p=genstrongprime(28)

p =232702259

>> pb=dec2bin(p)
pb=1101110111101100 0001 0011 0011

4 omd onty Leé: 1) dﬁj@ﬁ {
2) §5°% L vodp

>>g=2 >>m1=2000
g=2 m1 =2000
>>mod_exp(g,q,p) >>m2=3000
ans = 232702258 m2 = 3000

>> mod_exp(g,2,p)
ans=4

>>nl=mod_exp(g,m1,p)
nl=228510651
>>n2=mod_exp(g,m2,p)
n2 = 220266692
>>n12=mod(n1*n2,p)
nl2 =181510254

W op-é d‘ﬂ%ﬁ/?n'mé/m p=
Whet g, — it prime as wele.
An elpment g € JO("% Lo 2 &¢

Wy m2. . +m2>n4997(f"4)
AR R

2 +/ﬂz>n4097((’ 1)

N=ls - 1y med p = é’f nod p

>>mlpm2=mod(ml+m2,p-1)
mlpm2 = 5000
>>emlpm2=mod_exp(g,m1lpm2,p)
emlpm?2 =181510254
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